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Source: The Wall Street Journal (Oct. 12,2017)

Cyberattack Captures Data on U.S. Weapons
in Four-Month Assault
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purchase of up to 100 F-35 fighters made by Lockheed Martin, as well as information on new
warships and Boeing -built P-8 Poseidon maritime-surveillance aircraft, in the July 2016
breach.

Attacker nicknamed ‘Alf’ gained access to Australian defense contractor’s computers

Boeing Co. declined to comment on the theft, which also included details of C-130 Hercules
transport aircraft and guided bombs used by the U.S. and Australian militaries. A Lockheed
Martin Corp. spokeswoman said the breach did not affect the multinational F-35 program and
“all classified F-35 information was protected and remains secure”.

“The compromise was extensive and extreme,” Mr. Clarke said.

Some of the data stolen from the Adelaide-based engineering firm enabled the hackers to access
design information “down to the captain’s chair” on new warships for Australia’s navy, he said.
Adelaide is home to shipyards building destroyers with advanced U.S. Aegis radar systems for
Australia’s navy, part of a decadelong 200-billion-Australian-dollar (US$156 billion) military
modernization.

‘Alf” obtaned data on Australia’s planned purchase of up to 100 F-35 fighters, a semor Australian intelhigence offinal sad.
PHOTO: AUSTRALIAN DEFENCE FORCE HANDOUT/REUTERS

Bv Rob Tavlor The Chinese and U.S. embassies in Australia didn’t immediately respond to requests for

comment.
Updated Oct. 12,2017 7:27 pm.ET
es . 2 : Mr. Clarke’s speech—rare for a senior intel ll&@’lLP offic ln]—' ighl ng' ed Australia’s alarm about
CANBERRA, Australia—A cyberattacker nicknamed “Alf” gained access to an Australian . g

the vulnerability of ¢

computers and began a four-month raid that snared data on sophisticated
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The contractor’s identity in the Alf breach wasn’t disclosed. The intruder went undetected until
November, when another company in the defense supply chain alerted the Australian Signals
Directorate—the country’s equivalent of the U.S. National Security Agency, which oversees
cyberdefense and signals intelligence.

Australia’s defense industry employs around 27,000 people in 3,000 companies, including units
of BAE, Raytheon Co., Thales SA, Airbus SE and Boeing. The country manufactures command-
and-control systems; military vehicles used by allies including Britain, Japan and the
Netherlands; and phased-array radar used to defend warships against air and missile threats.

The targeted company was a small subcontractor several levels down from the prime

contractor, Mr. Clarke said. The company had one employee to manage information technology,
and that person had been in the role nine months, using a common local administrator account
password that made it easier for the hacker to steal what Mr. Clarke described as a “good haul.”

The hacker used a variety of malware, including an internet Trojan tool known as a “China
Chopper,” identified in 2012 and favored by Chinese hackers as well as cybercriminal networks
and other nations. The China Chopper enables an attacker to use brute-force password
guessing against login portals, then upload and download files on victim devices after gaining
access.

ry Minister Christopher Pyne, responsible for large military
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Australia Defense Indus projects,

Thursday that the stolen information wasn mercially sensitive
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Japan’s Industrial Security Problem

For the good of its defense industry, Tokyo needs to get serious about protecting secrets

By Arthur Herman
April 18,2018 553 pm.ET

When President Trump and
Japanese Prime Minister Shinzo
Abe met this week, let us hope
their agenda included Japan’s
weak industrial security. The
inability of Japan’s government
and contractors to protect
sensitive information undercuts
both countries by making it
harder to design and produce the
advanced weapons systems of
the future.

PHOTO: ISTOCK/GETTY IMAGES

After decades of servicing only
the Japanese military, Japan’s defense industry is poised to enter the global marketplace. Many
American companies would love to partner with Japanese companies like Mitsubishi Heavy
Industries , Fujitsu, NEC and IHI Aerospace on joint defense projects. But Japan’s lack of secure
systems for handling sensitive data means those hopes are more or less on hold.

Japan also lacks a coherent system for regulating employment in its defense industry. Its
current laws have failed to ensure that workers with access to sensitive information have
appropriate training and security clearance.

Industrial security is the cornerstone of a modern defense industry. No government—and
certainly not the U.S.—is going to share sensitive data and technology with a foreign
counterpart or contractor unless it is sure the information will be safe from prying eyes. Private
companies will also continue to reject Japanese partnerships, greatly limiting the capacity of
Japan’s defense industry in an era when few firms are capable of producing advanced systems
on their own.

Cybersecurity is the key ingredient in protecting defense secrets. The U.S. discovered its
importance in the mid-2000s, when Chinese hackers stole classified data from the Pentagon
and private companies involved in the production of the highly advanced F-35 Joint Strike
Fighter.

But while the U.S. and other nations have stepped up their security in recent years, Japan has
lagged. Only 27% of Japanese companies have a designated information-security chief,
compared with 70% to 80% of American and European firms. Japan’s defense industry still has
no “information sharing and analysis center,” a type of network American and European
companies use to share info about cyberattacks and hacks.

Though Japan has signed an agreement with the U.S. to mutually secure military information
and has passed a law to protect state secrets from public access, it still lacks an enforceable
system for regulating security clearances among government and private personnel. Instead,
Japan has relied on U.S. government experts to do spot fixes while waiting for a robust system
of its own to develop.

HADERRES T

Past collaborations between the two nations show how the U.S. might help bring Japan’s
industrial security up to speed. After World War 11, Japanese engineer Genichi Taguchi adapted
a new American process of statistics-based manufacturing to fit the detail and quality
craftsmanship of Japan’s industrial culture. Those manufacturing practices helped Japan
develop a powerful industrial sector, able to dominate the sale of cars and electronics in the
competitive global marketplace.

“We imported the system,” economist Naohiro Yashiro once observed, “but modified it to the
Japanese style.” That is what Japan must now do with industrial security. Its government
should adapt best practices from the U.S. and other countries to vet personnel and protect
intellectual property and classified information. Naturally, the resulting security regime will
correspond to the unique character of Japanese industry.

Securing Japanese industry would not only expand bilateral defense trade between the U.S. and
Japan, but would also help both countries build a more secure world by better preparing their
armed forces. It’s a goal both the Trump and Abe administrations ought to embrace as soon as
possible.

Source: The Wall Street Journal (Apr. 18,2018)
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