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For
SP 800-171 Non-Federal

For
Federal

mEADERMBE (LRJL)[ESP 800-53LFIE

A

SP800-53

)

NIST
SP 800-171

NIST

SP800-53
Moderate

EREE (LAIL)

B NIST Special Publication 800-171

Organizations can use Special Publication 800-53 to obtain additional, non-

prescriptive information related to the security requirements (e.g., supplemental
guidance related to each of the referenced security controls, mapping tables to
ISO/IEC security controls, and a catalog of optional controls that can be used to
help specify additional security requirements if needed). This information can
help clarify or interpret the requirements in the context of mission and
business requirements, operational environments, or assessments of risk.
= Nonfederal organizations can implement a variety of potential security

solutions either directly or using managed services, to satisfy the security
requirements and may implement alternative, but equally effective, security
measures to compensate for the inability to satisfy a requirement.

[SP 800-53MN E 494 5L TSP 800-
171NEHDERELRIILOEBRIZZ SN,
hIZLYSP 800-171FE# [ H#EHLL 7=
o) TR EERETHEMNAREICAEDS ]
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The confidentiality impact value for CUI is NO less than moderate in accordance
with Federal Information Processing Standards (FIPS) Publication 199.
~Page 5

The moderate impact value defined in FIPS Publication 199 may become part of
a moderate impact system in FIPS Publication 200, which in turn, requires the use of the
moderate security control baseline in NIST Special Publication 800-53 as the
starting point for tailoring actions.

Page5, footnote 14

[CUIDRECE(EIENIST SP 800-530)
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HAT: NIST SP800-171 revl (https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-171r1.pdf)
8 HARATEZTTVWAHAN—ZERIIEFTIIL—ILEHORHESREAR~DEE



RETREELIC, EMEEORYBAHELTEEEXTNISTZERT 5T+
HARSAUDEITon, R EICTEF LT DELIFICRYIBA TS

News

AUTOMOTIVE INDUSTRY COLLABORATES ON
NEW CYBERSECURITY GUIDELINES

by Greg Creason | M

AIAG's new publication supports industry efforts to protect sensitive data

y outlining a unified set of cybersecurity guidelines for automotive trading

The information security strategies included in the publication are based on
industry best practices and standards - specifically ISO 27002 and/or 27002:2013
NIST 800:53 and NIST 800:171. In fact, the National Institute of Standards and
Technology (NIST) was actually involved in the document’s creation; in addition to
bringing “lessons learned” from their own experiences to the table, NIST helped

b
]
E
=
tl
Yfacilitate the process of benchmarking one of their suppliers in the defense

! industry as well.

CIP Standards

Reliability Standards

d Number  Title Related Informatio

2 (CIP) Critical Infrastructure Protection (37)
= Subject to Future Enforcement (1
CIP-003-7 Cyber Security — Security Management Controls Related
Informa
= Subject to Enforcement (11
CIP- b. Application of NIST Risk Management Framework

CIP-
In Order No. 706, FERC directed NERC to apply applicable features of the NIST Risk

Management mework to CIP Version 5. Order No. 761 also

to review relevant
NIST standards for guidance in developing effective cybersecunty standards for the electric

industry.**
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Standards and Technology

U.S. Department of Commerce
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3.14.1  SI-2 R MaiE1E

[ ]Security Content Automation Protocol
X)) TRARDI=ODIEEELELRVEENE.
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-l ) CVE-2014-6271 (shell shock)
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CVSS v2.0 Severity and Metrics:

Base Score: 10.0 HIGH

Vector: (AVIN/AC:L/AuN/C:C/:C/AC) (V2 legend)
Impact Subscore; 10.0

Exploitability Subscore: 10.0

Access Vector (AV): Network
Access Complexity (AC): Low
Authentication (AU): None
Confidentiality (C): Complete
Integrity (1): Complete
Availability (A): Complete
Additional Information:
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Allows disruption of service
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