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https://www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics-for-2017.html
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BIOS Root Kit (4l

“Hacking Team” X)L T 7

# Home Hacking Tech Cyber Attacks Vulnerabilities Malware Spying

:f((@T he Hacker News’

Security 1n a serious way

Demonstrate ROl and Build a Business Case

DOWNLOAD GUIDE

Hacking Team Spyware preloaded with UEFI BIOS Rootkit

to Hide Itself
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http://thehackernews.com/2015/07/hacking-uefi-bios-rootkit.html
http://www.symantec.com/connect/blogs/bios-threat-showing-again

[ A Timeline made with Tire % — >

€« C' | [ timeglider.com/timeline/5ca2daa6078caaf4 v ﬂ =

» Apple/SMC/KBC/EC/Firmware: Practical Exploitation of Embedded Systems
» DMA: Beyond The CPU: Defeating Hardware Based RAM Acquisition Tools (Part I: AMD case) P AMT/ME/BIOS/Firmware: Rootkitin your laptop ™ Microcode: Pneumonia, Shardan, Antibiotics and Nasty MOV: a Dead Hai
P BIOS/VMX/VMM: BIOS Boot Hijacking And VMware Vulnerabilities Digging P SMX/TXT/ACPI: Attacking Intel TXT via SINIT code execution hijacking P HD/Firmware/Bootkit: Hard Disk Firmware Hacking (Part 1)
» Firmware/SMBus/12C: Battery Firmware Hacking: Inside the innards of a Smart Battery
P YMX,/VMM/10: Programmed 10: A Threat to Virtual Machine Monitors? P VT-d/DMA: Following the White Rabbit: Software attacks against Intel(R) VI-d technology
P VMX,/VMM: Subverting the Xen Hypervisor P NIC/Firmware,/ DMA: Run-time firmware integrity verification: what if you can’t trust your network card?
» NIC/Firmware/DMA: Closer to metal: Reverse engineering the Broadcom NetExtreme's Firmware P KBC/Firmware: Key-Logger, Video, Mouse - How To Turn Your KVN

[ BIOS/Firmware,/EFl: Hacking the Extensible Firmware |I".EFfaCE'] .
» OROM/UEFI/PCI/Bootkit: UEFI and PCI BootKits
> SMM_System Managemeni Mode Hack_Using SMM far " Other Purposes ] / Bl oot o el
P VMX,/VMM/REMAP: Preventing and Detecting Xen Hypervisor Subversions P AMT/ME/DMA: Understanding DMA Malware P Firmware/SMU: AMD x86 SMU firmware analysis

» BIOS: Bypassing pre-boot authentication passwords
[ SMM: A New Breed of Malware: The SMM Rootkit
P BI0S,/Firmware, Compulrace. Deactivate the Rootkit ™ Apple/UEFI/BIOS/OROM/Firmware: DE MYSTERIIS DOM JOBSIVS Mac EFI Rootkits

> i i . § .
NI(Zanware/DMA L M_a”x e ) P VMX/VMM: Breaking Out of VirtualBox through 3D Acceleration
SMX,/TXT/REMAP: Attacking Intel Trusted Execution Technology

P VMX/VMM: Virtunoid: A KVM Guest -> Host privilege escalation exploit » USB/HD/SED/Firmware: Got HW crypto? On the (in)security @ f

SMM: Attacking SMM Memory via Intel® CPU Cache Poisoning P FDE/TPM/BIOS/Firmware: Evil Maid Just Got Angrier: Why Full-Disk Encryption With TPM is Insecure ol y
oM l\"1:,(3_9tt|ng o th‘f} SMRAVESMW Réloadecl [ BIOS/UEFI/Firmware/SecureBoot: A Tale of one Software Bypass of Windows 8 Secure Boot
BlOS /Fiomware- Percicient BIOS Infection

P Bootkit: VBootkit 2.0 Attacking Windows 7 via Boot Sectors P VMX/VMM: Poacher Turned Gatekeeper: Lessons Learned from Fight Years of Brea

» ACPI: Design Principles and Concemns
» FDE/TPM: Attacking the BitLocker Boot Process
» Firmware,/KBC,/EC: Hidden Nemesis: Backdooring Embedded Controllers [ BIOS/EFl/Firmware/OROM/Apple: Thunderstrike: EFl bootkits for Apple M]

P AMT/ME/Firmware/BIOS: Intel ME Secrets

P VMX,/VMM: BluePilling the Xen Hypervisor
P NIC/Firmware: Network Interface Firmware Backdoor with Tiagon 2 P \Td/DMA: Exploiting an IOMMU Vulnerability [ BIOS/Firmware/SecureBoot: All Your Boot Are Belong To Us ]

»> - i i ! i . b .
_ _ . _ AMT._ Security Evaluation oflntel sAc.twe Management Technology » Firmware,/BI0S,;/BMC/VMX/VMM: A Myth or Reality - BIOS-based Hyperviso
P Firmware/OROM: Implementing and Detecting a PC| Rookit » NIC/Firmware,/DMA: The Jedi Packet Trick takes over the Deathstar
P Bootkit: VBootKit: Compromising Windows Vista Security P NIC/Firmware/DMA: Can you still trust your network card? BIOS/SMM/Firmware/TPM: BIOS Chronomancy: Fixing the Core Root of Trust for Measure}
> - i i . . .
SMX/TXT: Another Way to Circumvent Intel Trusted Execution Technology : PRI SIE O e ene T o
P FDE: Evil Maid Attack P Bootkit: Deep Boot BIOS/Firmware/SMM/SMX/TXT: Copernicus 2: SENTER the Dragon

[ SMM: A Real SMM Rootkit: Reversing and Hooking BIOS SMI Handler's]
P Bootkit: Your computer is Stoned__again . . . .
BIOS/Firmware/SecureBoot/Bootkit: Setup for Failure: Defeating UEFI Secure
BIOS/SMM: ASUS Eee PC and other series: BIOS SMM privilege escalation vulner'abilities] / / ’/ P g

| ) i i I ¥ Apple/USB/Firmware: Reversing and exploiting an Apple firmware update P> BIOS/UEFI/Firmware/SMX/TXT: SENTER Sandman: Using Intel TXT to Attack

P VMX/VMM: IsGameOver() Anyone? ™ AMT/ME: Introducing Ring -3 Rootkits [ BIOS/Firmware:Hardware Backdooring is Practical ][ BIOS /Firmware/OROM/UEFI/Apple:Thunderstrike 2: Sit]

Bootkit: eEye BootRoot P VMX/VMM: Cloudburst: Hacking 3D (and Breaking Out of VMWare) P> BIOS/UEFI/Firmware: Analyzing UEFI BIOSes from Attacker and Defed
P> VMX: (Orig BluePill) Subverting the Vista Kernel for Fun and Profit [ SMM/Firmware/KBC,/EC: Sticky Fingers & KBC Custom Shop l Firmware/BIOS/UEFI/SMM/ACPI: Attacks on UEFI security, inspir}

[ SMM: Using CPU System Management Mode to Circumvent Operating System Security Functions] » ACPI- ACPI 5.0 Rootkit Attacks "Against" Windows 8 [ BIOS/UEFI/Firmware/SMM: How Many Million BIOSes Would]

ed by an iPod: Hacking by FireWire [ BIOS/Firmware: Attacking Intel BIOS r [ BIOS/UEFI/Firmware/SecureBoot: Extreme Privilege Escalation on UEFI/]
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