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Future of Money
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The customer is right.
With analytics, you can be right about them too.

READ THE MIT SLOAN MANAGEMENT REVIEW REPORT >

BUSINESS NEWS JULY 11, 2018 / 5:57 PM / 2 MONTHS AGO

Australia prepares to ban Huawei from 5G
project over security fears

Colin Packham 6 MIN READ v f

SYDNEY (Reuters) - Australia is preparing to ban Huawei Technologies Co Ltd from
supplying equipment for its planned 5G broadband network after its intelligence
agencies raised concerns that Beijing could force the Chinese telco to hand over

sensitive data, two sources said.
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Access Control
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SP 800-171I%. Federal (Bt AF#RE) M [+ D EHTHHSP 800-53%EIZ. AR DEREEZTIFT I
Non-Federal( R RITOEHEZHHLI-EDTHS

BSP 800-53 Z&IZ, Non-Federal R HIZE#ZHH m NIST Special Publication 800-171

Organizations can use Special Publication 800-53 to obtain additional, non-prescriptive
For
SP 800-171 [

information related to the security requirements (e.g., supplemental guidance related to each of
Non-Federal

the referenced security controls, mapping tables to ISO/IEC security controls, and a catalog of
optional controls that can be used to help specify additional security requirements if needed).
This information can help clarify or interpret the requirements in the context of mission
and business requirements, operational environments, or assessments of risk. Nonfederal
organizations can implement a variety of potential security solutions either directly or
=D using managed services, to satisfy the security requirements and may implement
alternative, but equally effective, security measures to compensate for the inability to
satisfy a requirement.

SP800-53 [ Feilc;rral j 'SP 800-53MDEHEEMY H L TSP 800-171
DEHDEELRIVOEBBNZADN,

‘ ShIZ&YSP 800-171E#IZ#HL 1=

EARDBRBE AL ESP B00-53LE%F £ TANEERET S LA EREIB)

A

)

The confidentiality impact value for CUl is NO less than moderate in
accordance with Federal Information Processing Standards (FIPS) Publication 199.

NIST NIST The moderate impact value defined in FIPS Publication 199 may become part of
a moderate impact system in FIPS Publication 200, which in turn, requires the use of
SP800-53 the moderate security control baseline in NIST Special Publication 800-53 as the

SP 800-171

starting point for tailoring actions.

Moderate Page5, footnote 14

. _ [CUID#Z B EEIENIST SP 800-53M
AN—F ot¥2lT¢ Moderatel=€ 570N ]
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1.4 5 DA E
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Do EREEOH (EELK— ) SP800-171E # DM

3.11.3 Remediate vulnerabilities in accordance
with assessments of risk.

NIST SP 800-171 requires contractors to periodically > B Ei]-?/?’za)(Whﬁat)étlﬂlL\l:EEﬁ e
scan systems and applications to identify > HESERAIT > 2 K58 X (How)[$800-535

vulnerabilities, mitigate those vulnerabilities, and (3.11.312#t5<) 53a>kA—IL DRk

develop plans of action and_mllestones Wheq o VULNERABILITY SCANNING
contractors are unable to mitigate vulnerabilities in a )
timely manner. We compared unclassified network
scan results from [&B&] for Contractors A, B, C, E, and
G and found that server and workstation
vulnerabilities were not mitigated in a timely

ted applics

e,

ofined

scanning tools and rechniques that facilitate interoperability among

. = d. Remediates legitimate vulnerabilities
. [ASSIgnMent: organization-defined response
wa times] in accordance with an organizational

manner.

’ 1 assessment of risk(#)

[R5 751 1] A s 1) —E D ESRA) BT~ DRI DUV T4 [ — T (OB
[SHESEEAND /N FERZE T LEFNIEER0N ] FTELETNIEAESEN I SEDEKRIZSPE00-531ZD

ELVOEHBZZRLI-ET. [ FEEIEHIE HELEHSNTLD
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CIP Standards

News
Reliability Standards SP1800-1 ENRMILEESELTOSTFRES B J
Standard Number  Title Related Information ﬁo) R E4 4: 1 IJ T i‘:J % -
AUTOMOTIVE INDUSTRY COLLABORATES ON Y T— Sp1800-2 | LN F—RRICETS 71 T LA
NEW CYBERSECURITY GUIDELINES S RO B ES S
R CIP-003-7 Cyber Security — Security Management Controls i?f‘:ﬁi‘lmn SP1 800_5 IT ,‘é{ E % ﬂ ﬁ ﬂ
AIAG's new p ublication suppo! ndustry efforts to protect sensitive data - O = - =
by outlinin; nifi d t of © b urity guidelines for automotive tradin, S Subject to Enforcement (11) — - SP1 800'7 :I]'( !H.% ?& ( En.?ﬁ.) I*‘ J|/ 4:
H The mformanon security strateg\es included in the publication are based on P t Framework J L 2wt ot
industry best practices and standards - specifically ISO 27002 and/or 27002:2013 SP1 800'8 :I,JP* ﬁ r&ﬂ—\ :F - E ﬁ
S|NIST 800:53 and NIST 800:171. In fact, the National Institute of Standards and L | )FJ %
4 Technology (NIST) was actually involved in the document'’s creation; in addition to| n — =i
i bringing “lessons learned” from their own experiences to the table, NIST helped SP1800-9 / 712 A & ﬁ ﬂ ﬁ Fﬂm
Yfacilitate the process of benchmarking one of their suppliers in the defense .
! mdustry as well. industry.*
The in sahehind the document come from S0 QL S achige AlAC Sod | ! ) dold dards d . .

>2018¢5ﬁ 2H AIAG(é%Ié = »NIST CSFZTIZFTvI)R >NIST SPSO0EHDtF 2
FHEEXHS)IISMEZEIC AKX THIEREDEFTY T AR ERKIZCDODWVT. BER
[+ TNIST SP800-171I<X -‘mﬁ‘%tﬁ‘%éh KRR F [CEFTEHEFHHNLGRRNTS
DY AN\—tFXaTo5xt5% EEEREBITHIETEZE HT4AELTSP1800XE
DHARSAHEFT AT BMMERL. AT TN

NERC
A A ev NCCoe NST,
A ON A B Standards and Technolo,
NORTH AMERICAN ELECTRIC P US Beporimenof Commerce

Automative Industry Action Group RELIABILITY CORPORATION
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